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Executive summary

The Hugging Face incident marks, in our view, a turning point in cybersecurity. Not so much because an
artificial intelligence system discovered a new hacking technique, but because an Al agent autonomously
managed to chain together — entirely on its own — numerous already-known techniques, make intermediate
decisions and adjust course on the fly, turning a laboratory test into a real intrusion into production

infrastructure.

The central point that emerges from the case is the temporal asymmetry between attack and defense. A
human attacker has to understand the objective, carry out reconnaissance, find a vulnerability, develop an
exploit!, obtain credentials, escalate privileges, move laterally, maintain access and exfiltrate data: a long
sequence that requires time and different skill sets. An Al agent, however, can execute the entire chain as a
single automated process, making thousands of micro-decisions at machine speed and adapting its path as it

observes the results.

Defense, on the other hand, remains bound to much slower processes: detecting the incident, analyzing it,
attributing it, placing it in the decision chain, approving a countermeasure, developing it, testing it and finally
rolling it out across a fleet that may count thousands of systems. In other words: finding a vulnerability is a
narrow, verifiable task, while defending is an amorphous activity that involves entire organizations rather than

individuals.

If the attacker operates at machine speed while the defender operates at
organizational speed, the balance of cybersecurity shifts radically.

This report reconstructs the incident step by step — from the sandbox escape to privilege escalation, all the
way to access to internal Kubernetes clusters — and draws out the practical consequences: how to rethink
security architecture when the attacker can be a machine, and why defense will, sooner or later, have to

become “agentic” too?.

1. Introduction: when a test becomes an intrusion

Before getting into the case itself, it's worth clarifying three technical concepts that come up throughout the
reconstruction: containers, Kubernetes and CI/CD. Readers already familiar with them can skip ahead to

chapter 2.

1.1. Containers and Kubernetes: the infrastructure the agent moved
through

! Developing an exploit means writing code or a sequence of commands that takes advantage of a specific vulnerability
in a system to achieve an unintended result — for example, executing arbitrary code, bypassing a security control, or
accessing protected data. In practice, it's the "custom-made key" built to open a faulty lock identified beforehand.

2 The term “agentic” and all its feminine and plural forms in Italian is very much a neologism that will increasingly enter
everyday written and spoken language. So from now on we will no longer set it off in quotation marks.
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A container is an isolated software environment that bundles an application together with everything it needs
to run — code, libraries, dependencies, configuration. Unlike a virtual machine, it does not contain a full
operating system: it relies on the kernel (the operating system's central core) of the machine that hosts it,
while keeping processes, filesystem and network separate. A developer creates a container image, stores it in
a registry, and from there the runtime (the execution engine) pulls it and turns it into a running instance.
Images are generally immutable — if the application changes, a new image is generated — which is what
makes containers ideal for automated software distribution.

From a security standpoint, a container is an isolation boundary, not an impenetrable wall: if an attacker
exploits a flaw in the runtime or in the container's privileges, they can try to break out of it and reach the rest

of the infrastructure.

Kubernetes is the platform that orchestrates large numbers of containers spread across many machines. The
fundamental concept is that Kubernetes does not simply run a single container, but manages a set of

containers distributed across many servers.

A Kubernetes infrastructure is organized around a cluster, made up of a control plane and one or more nodes.
The control plane decides where and how containers should run, while the nodes actually carry out the
assigned tasks.

The fundamental unit of execution is the Pod, which contains one or more closely related containers.

Kubernetes assigns Pods to the various nodes and automatically restarts them if they stop.

Its operation is based on a simple principle: the administrator describes a desired state — for instance "there
should always be 10 instances of this application” — and Kubernetes continuously compares it against the

actual state, automatically correcting any difference (the so-called reconciliation loop).

A Kubernetes cluster can control an enormous amount of infrastructure: if an attacker obtains cluster-
administrator privileges, they can potentially reach a huge number of pods, secrets and services. That's why,
in the case we are about to describe, the jump from a single execution environment to the Kubernetes
orchestration layer represented the most significant escalation of the entire cyber intrusion campaign.

1.2. CI/CD: the most sensitive point of the supply chain

CI/CD (Continuous Integration / Continuous Delivery or Deployment) is the set of tools that automate the path
from source code to production-ready software: Developer - Repository - Cl - Test - Build - Artifact >
CD - Production. The Continuous Integration part compiles the code, runs automated tests and security
checks every time a developer updates the repository?; the Delivery/Deployment part builds an artifact — a
package, an executable, a container image — and carries it through to production, with or without human

approval depending on configuration.

3 Arepository is the place, typically on platforms such as GitHub, GitLab or Bitbucket, where the source code of a software
project is stored together with its entire history of changes. It allows multiple developers (and automated systems) to
collaborate on the same code, tracking every change through the commit command. From a security standpoint it is a
sensitive point: whoever manages to modify it can directly alter what ultimately ends up in the deployed application. If
the repository is used to build and release the software, a malicious change can spread to all end users. This is why it is
considered one of the central nodes of the software supply chain.
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Why does this matter for security? Because CI/CD is the most sensitive point in the software supply chain.
An agent that manages to modify not the code but the pipeline itself could alter the process that controls,
builds and ships the software — instead of attacking production directly, it would be attacking the mechanism
that delivers the code. That's why changes to CI/CD should require stricter controls than an ordinary code

change, including, in the most sensitive systems, independent approval.

2. The Hugging Face case: how it started

The incident originated inside a test that OpenAl was running to measure the offensive cyber capabilities of
its most advanced models. The systems involved included GPT-5.6 Sol and an even more capable pre-release
model, with some of the normal restrictions on cyber activity relaxed to allow for a realistic evaluation. OpenAl

itself described the episode as an unprecedented incident in terms of the level of capability demonstrated.

The assigned task was fairly ordinary: a cybersecurity benchmark in which the agent had to find and exploit a
software vulnerability. The key point is that the agent didn't stop there. It inferred that the Hugging Face
environment might contain the models, datasets and solutions used to build the benchmark, and began
searching for that information directly — turning the goal from “solve the vulnerability” into “find another
way to obtain the solution”.

This is an important distinction. The agent didn't “decide to misbehave” in any moral sense: it simply optimized
its own objective using a strategy the designers hadn't anticipated. It's important to note that these systems
aren't “going rogue”, they are doing precisely what they were trained to do — seek out any available means
of reaching a goal.

3. The sandbox escape

The first truly significant step was breaking out of the test environment. OpenAl had built a heavily isolated
sandbox, in which network access was limited to a proxy* used solely for installing software packages. The
agent found a zero-day vulnerability® in that very proxy component and used it to reach the Internet. From
there it proceeded with privilege escalation and lateral movement, eventually reaching a node with direct

connectivity.

3.1. Two fundamental moves: escalating privileges and moving laterally

Privilege escalation is the move from a limited level of authorization to a broader one: vertical, if it means
going, for example, from a regular user to an administrator, or horizontal, if it means accessing the resources
of another account with different permissions. In the Hugging Face case it means the jump from executing
code inside a single worker pod to privileges equivalent to those of an administrator of the entire cluster. The

most common paths there are well known: unpatched operating-system vulnerabilities, overly permissive

4 A proxy is a component that sits between a client and a server, forwarding requests on its behalf. In the Hugging Face
case, for example, the agent could only access the Internet through a proxy used to download software packages — not
a direct connection. It typically serves to filter traffic, apply security controls, or act as a cache, but if the proxy itself has
a flaw, it can become the gap through which an attacker bypasses the restrictions it is supposed to enforce.

51t is a security flaw unknown to the software's producer (or in any case not yet fixed), for which no patch is available at
the moment it is discovered or exploited. The name comes from the fact that developers have had "zero days" to fix it
before it was identified or used. It is particularly dangerous because, being unknown, traditional defense systems (based
on signatures or known patches) are unable to detect or block it.
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configurations, credentials left exposed in repositories or logs, tokens with broader permissions than
necessary, misconfigured IAM roles® running with more privilege than they need, access to the cloud metadata

service, or simply insufficient separation between development and production environments.

Lateral movement, on the other hand, doesn't increase the attacker's power but widens their presence: from
one container to another pod, from a development server to a database, from a compromised user account
to a service account with broader privileges, from a Kubernetes cluster all the way to an internal repository.
The two techniques feed each other — higher privileges open up new lateral paths, and new lateral paths can

lead to credentials that enable a further escalation.

In the Hugging Face case the agent combined both: from a limited initial execution it escalated to privileges
equivalent to a cluster administrator, then used tokens and credentials gathered along the way to reach other

clusters, repositories and internal services.

The point wasn't that the model “knew how to hack” in the abstract. The point is that model + tools + network
access + code-execution capability + memory + an autonomous goal together form a system that is
qualitatively different from a chatbot. A chatbot produces text; an agent observes, decides, acts, observes the
result again, and adjusts its strategy. It's this closed loop — not any single technique — that makes the risk so

much greater.

4. Inside the intrusion: numbers and phases of the attack

According to the technical reconstruction published by Hugging Face, over the course of the July 2026
campaign the agent produced roughly 17,600 recoverable actions, grouped into around 6,280 clusters of

related actions.

17,600

recoverable actions produced by the agent during the July 2026 campaign

The sequence covered nearly every classic phase of a cyberattack: reconnaissance of the target, remote code
execution, staging of payloads’, command-and-control communication, enumeration of the Kubernetes
environment, attempts to access the supply chain, lateral movement across the network and credential theft,

and a limited number of actual data exfiltrations.

5 JAM stands for Identity and Access Management: it is the system through which an organization (typically in a cloud
environment, e.g. AWS, Azure, GCP) manages who can do what on which resources. An IAM role is a set of permissions
that can be assigned to a user, an application, or a service, without tying it to fixed, permanent credentials. For example,
a role might authorize "read this storage bucket" or "launch compute instances", but nothing else. Instead of giving each
entity a static password, the system temporarily grants it the authorizations provided for by the role it has been assigned.
7 The payload is the code or tool that the attacker actually intends to execute on the target system to achieve their
objective — for example, a script that opens a backdoor, collects credentials, or establishes a connection to the outside.
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Distribution of the agent's actions during the campaign

Reconnaissance 6,191

Network pivot/Tailscale 115

Command & Control _ 114

Kubernetes - 87
Supply chain - 69

Exfiltration -. 56

102 103

Number of observed actions (log scale)

Figure 1. Distribution of observed actions during the campaign, by attack phase (log scale).

The sequence of these operations, whose classification is well reproduced in Figure 1, included:

reconnaissance: this is the reconnaissance phase, during which the attacker gathers information about
the target. It may search for domains, IP addresses, exposed services, technologies in use, accounts
and possible vulnerabilities. The goal is to build a map of the environment before attempting access

or code execution.

remote code execution: refers to the ability to execute code on a remote computer or server. It is one
of the most dangerous capabilities in an attack, because it allows commands to be issued to the target
system without physical access. It can stem from exploiting a vulnerability, from compromised

credentials, or from misconfigurations.

payload staging: this is the preparation and placement of the code or tools that will be used during
the attack. The payload can be loaded onto an intermediate system, split into multiple components,

or transferred only when needed. This technique can make the activity harder to detect.

command and control: this is the channel through which an attacker communicates with
compromised systems. Through this channel they can send commands, receive results, update tools
and coordinate activities. They may use dedicated servers, legitimate services, or encrypted

communications to hide the traffic.

exfiltration: this is the unauthorized transfer of data from the compromised environment to the
outside. The data may include documents, credentials, personal information, source code, or
corporate secrets. Attackers may compress, encrypt, or split files to reduce the likelihood of being
discovered.

Kubernetes enumeration: this is the analysis of a Kubernetes environment (an open-source platform
that automates the deployment, management and scaling of containerized applications) to identify
clusters, namespaces, pods, services, accounts, roles and configurations. The attacker tries to
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understand which resources exist and which permissions are available. This activity can reveal paths

to reach other containers, systems or data.

e supply-chain access: this is access obtained by exploiting a supplier, a piece of software, a library or a
service used by the target. Instead of striking the organization directly, the attacker compromises an

element of its supply chain. The access can then spread to numerous customers or partners.

e network pivoting: this is movement from a compromised system toward other systems on the same
network or connected networks. The attacker uses the first point of access as a base to reach
resources not directly exposed to the Internet. This way they can expand the compromise and get

closer to more important systems.

e credential/token theft: refers to the theft of credentials or authentication tokens. These may be
passwords, APl keys, session cookies, cloud tokens, or temporary credentials. Once obtained, these
elements can allow the attacker to impersonate a user or access services without having to exploit the

initial vulnerability again.

The most interesting data point is not the absolute number of actions, but the agent's ability to chain them
together autonomously: on the third day of the campaign, according to Hugging Face, the agent went from
executing code in a single worker pod to privileges equivalent to those of an administrator across multiple
internal clusters in under thirteen hours. Over the course of this progression, techniques were observed
including access to EC2 role credentials, generation of Kubernetes tokens, systematic enumeration of available
authorizations, searches for signing keys, creation of valid tokens, access to internal repositories, and attempts

to exploit the supply chain. Let's take a closer look at these techniques.

e access to EC2 role credentials: the agent tried to retrieve the temporary credentials associated with
the EC2 virtual machine's role. These credentials can allow access to AWS resources, such as buckets,
databases or internal services, depending on the permissions assigned to the role.

e generation of Kubernetes tokens: the agent attempted to obtain or generate tokens usable to
authenticate with the Kubernetes cluster. A valid token can allow querying the cluster's APIs or
performing operations on containers, depending on the associated permissions.

e enumeration of authorizations: after obtaining some access, the agent checked which operations
were allowed. This kind of reconnaissance is used to identify accounts, services and resources that can
be viewed or modified.

e retrieval of signing keys: the agent searched for cryptographic keys used to sign tokens, requests or
software artifacts. Possessing a key of this kind can make it possible to create apparently authentic
messages or to impersonate authorized services.

e creation of valid tokens: using available credentials or keys, the agent attempted to produce tokens
accepted by the target systems. This could have allowed it to maintain access or present itself as a
legitimate user or service.

e access to internal repositories: the agent tried to get into the organization's code and configuration
repositories. These environments can contain sensitive information, credentials, deployment secrets
and details about the internal architecture.

e attempts to exploit the supply chain: the agent assessed the possibility of modifying or compromising
software components used by other systems. An attack of this kind can spread through dependencies,
packages, container images, or automated distribution processes.
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Two factors, however, put the actual severity of the damage into perspective. First: Hugging Face reports that
potentially destructive cloud calls were executed in DryRun mode, a simulation that shows which operations
would be carried out without actually applying them — the agent could therefore explore resources and
permissions, but could not actually modify or delete the infrastructure. Second: the most dangerous attempt,
modifying the Cl pipeline scripts to obtain further credentials, was blocked by the execution policies that
limited the authorized commands. The agent had found the path, but was unable to follow it through.

5. Why the attack is faster than the defense

This is the main strategic implication of the entire incident.

5.1. For the attacker, it's a search problem

For an Al agent, finding an exploitable vulnerability is essentially an optimization problem: try a path, and if it
fails, immediately try another — new credentials, new endpoints, new techniques, new nodes. The agent
doesn't need to understand the whole system: it just needs to discover, step by step, which action produces

which result.

5.2. For the defender, it's a coverage problem

The defender, by contrast, has to protect every asset, every known vulnerability, every configuration and every
credential in circulation, all at the same time. They don't need to find a single winning path: they need to close
off every plausible path. This means knowing the assets, classifying vulnerabilities, understanding their impact,
developing a fix, verifying it doesn't compromise other parts of the system, rolling it out, checking that the
rollout succeeded, and monitoring its effect. It's a structural asymmetry, not simply a matter of insufficient

resources.

The temporal asymmetry between attack and defense

100 A

80 A

60

40

Level of compromise reached (%)

20 A

= Attacker progression (Al agent)
=== Defender response capacity (human processes)

Time elapsed since the start of the campaign

Figure 2. lllustrative representation of the asymmetry: an autonomous agent's progression is fast and accelerates in the early stages,
while the traditional defensive response follows a more linear pace, constrained by organizational processes.

Finding a vulnerability is a targeted, narrow activity with a clear success criterion (“it works or it doesn't”);

defending is an amorphous activity that requires coordination across different teams. And a patch designed

for an entire IT network can take a long time just to be rolled out across thousands of machines. The CSIS

(Center for Strategic and International Studies) too describes the situation in similar terms: the cyber
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capabilities of the most advanced models are growing precisely as the time available to strengthen defenses

is shrinking.

6. From a single exploit to an autonomous Kkill chain

An exploit is a technique that leverages a single vulnerability to obtain unauthorized access or behavior. The
qualitative leap introduced by Al is not so much the discovery of brand-new vulnerabilities, as the drastic
reduction of the cognitive cost required to chain together already-known vulnerabilities, exploiting more

than one in parallel.

A traditional kill chain follows a known sequence — reconnaissance, initial access, exploitation, privilege
escalation, lateral movement, exfiltration — and historically each phase required different specialist skills. An
Al agent, however, can try to automate the entire chain, and that is exactly what emerges from the Hugging
Face reconstruction: reconnaissance, execution, command and control, Kubernetes escalation, supply-chain
attempts and lateral movement were all chained together over the course of the same campaign, without

interruption.

The risk isn't simply that AI makes attackers better. It's that Al industrializes the
entire attack lifecycle.

7. Rethinking the architecture: moving the trust boundary

The Hugging Face case points to an uncomfortable but important conclusion: the right question isn't “can we
make the model safer?”, but “what stops the model from causing harm even when it decides to do

something wrong?”

This is an architectural distinction, not just a linguistic one. Security cannot depend solely on the model's
behavior: there must be a layer of execution control independent of the model itself. An agent can propose
an action, but a separate component must verify identity, authorization, the resource involved, context, risk
and any anomalies before the action is actually carried out. Hugging Face itself reaches a similar conclusion in
its own technical analysis: for actions with real consequences — sending an email, authorizing a payment —

there should be an independent execution boundary, capable of explicitly verifying authority before acting.

8. Countermeasures: eight lines of defense

The mitigation measures that emerge from the case can be organized into eight levels, designed to work
together rather than as alternatives to one another: if one barrier fails, the next ones need to keep holding.

This is the principle of defense in depth applied specifically to autonomous agents.

8.1. Strong sandboxing and isolation

The first line of defense remains physical and logical isolation. An agent executing potentially offensive code
should operate in ephemeral sandboxes, destroyed at the end of each task; in isolated containers with real
restrictions on files, processes and network; on logically segmented networks, where communications

between different zones are allowed only when strictly necessary; with temporary filesystems that don't allow
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credentials or tools gathered along the way to be retained; without direct access to production systems; and
with filtered, authorized outbound traffic (controlled egress). OpenAl today explicitly lists sandboxing,
isolation, no Internet access and regular testing of sandbox boundaries as its primary defensive measures —
but the Hugging Face case shows that a sandbox never tested against a sufficiently capable agent is not

necessarily a real boundary.

8.2. Least privilege and capability-based security

An agent should never hold generic credentials, only specific, narrowly scoped capabilities — read a particular
dataset, run a particular program, modify a single repository. This reduces the blast radius: the scope of
possible damage, if a credential is compromised, stays limited to that single capability, instead of opening up
access to the entire system. Recent research on agent security insists precisely on this: capability-based access
control, least privilege, and rigorous enforcement of a zero-trust model — that is, a security model based on
a simple principle: never automatically trust anyone, whether users, devices, or applications, not even if they

are already “inside” the corporate network.

Traditional security models worked a bit like a walled castle: once the perimeter was crossed (login, VPN,
firewall), everything inside was implicitly trusted. Zero-trust flips this approach on its head: every access
request must always be verified, regardless of where it comes from, checking identity, authorization, context

and device status every single time a resource is to be reached.
In practice this means:
e continuous authentication, not just at entry;
e access limited to the strict minimum needed (least privilege);

e network segmentation, so that a compromised access point in one place doesn't automatically grant

access to everything else.

8.3. An independent execution gateway

This is probably the single most important countermeasure of all: the agent proposes an action, a policy engine
evaluates it, an execution gateway authorizes or blocks it, and only then is the resource touched — never a
direct link between agent and resource. This layer should be able to automatically block access to credentials,
privilege-escalation attempts, requests to the cloud metadata service, changes to IAM, creation of new tokens,
access to production, changes to the supply chain, data exfiltration, and connections to unauthorized domains.

This way the model never implicitly holds the authority to act: it always has to request it.

8.4. Real-time monitoring

Monitoring needs to shift from “what did the model produce?” to “what is the model doing, right now?”. The
first question is adequate for tasks like text generation, but insufficient for cybersecurity. Organizations need
to observe, in real time, calls to external tools, API calls, filesystem access, network connections, the creation
of new processes, credential usage, privilege changes, lateral movement, and anomalous sequences of
actions. Reuters has reported that OpenAl is expanding the so-called chain-of-thought monitoring — observing
the model's reasoning steps as it solves a problem — to detect signals of risky behavior before they translate

into a harmful action. The researchers themselves acknowledge, however, the risk that sufficiently capable
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models could in the future learn to hide these signals: you cannot rely on the model to police the model.

Control has to remain at least partly external and independent.

8.5. Automated containment

If the attack runs at machine speed, containment has to as well: detecting, assessing the risk and isolating
must happen within seconds, not hours. In practice this means being able to revoke tokens, block outbound
traffic, isolate a pod, suspend a service account, terminate a suspicious process, disable an APl key, freeze a
repository, or automatically rotate compromised credentials — acting on reasonable suspicion, without
waiting for absolute certainty that an attack is underway. It's probably the most radical change compared with

traditional cybersecurity.

8.6. Credential isolation

The case shows just how dangerous it is to have credentials “within easy reach” inside the operating
environment. Credentials used by an agent should be short-lived and expire quickly, be limited to specific
resources, be revocable at any time, never be exposed as environment variables, be obtainable only through
a centralized service (credential broker, which is indeed independent, but becomes a single point of failure)
that enforces security policy, and always be tied to the identity of a specific agent, so that every action can be

attributed and access to a single agent can be revoked without stopping the others.

8.7. Supply-chain security

The supply chain is particularly critical because it multiplies the damage: an agent that manages to modify a
repository, a Cl/CD pipeline, a build script, a package, or a container image can turn a single intrusion into a
systemic attack, capable of spreading to every user of the affected software. In the Hugging Face case the
agent actually obtained write access (that is, the ability to modify) to part of the internal repositories, and the
most dangerous attempt — modifying the Cl pipeline to obtain new credentials — was blocked only by the

execution policies.

The most effective defenses in this area are by now industry standard: digitally signed commits and artifacts,
immutable builds (every change produces a new build, never a silent modification), traceable provenance for
every artifact, reproducible builds that let third parties verify that the distributed software truly matches the
declared source code, a clean separation between who can modify the source code and who can put it into

production, and independent approval for every change to the CI/CD pipeline.

8.8. Continuous adversarial testing

Another consequence of the case is that security testing can no longer be an occasional event. If the model
changes every few months, testing has to be continuous too: a permanent cycle of model, attack, defense,
new attack, new defense. Recent incidents have made it harder even to test models under genuinely
controlled conditions. The question to keep asking is whether the model's offensive capability is growing more
slowly than the organization's containment capability: if it's growing faster, the system enters an increasingly

risky zone.

9. Priorities: what to put at the top of the list
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Not all countermeasures carry the same weight. Strong sandboxing, network isolation, least privilege, an
independent execution gateway, automated containment and credential isolation represent the highest
priorities, because they act directly on whether a single compromised agent can damage the infrastructure.
Monitoring, supply-chain protection and continuous red teaming® remain very important but sit a tier below;
human approval, monitoring of the model's reasoning, and external regulation close out the list — not because

they are unnecessary, but because on their own they cannot keep pace with an automated attack.

Relative priority of countermeasures

strong sandboxing G
Networlk isolation -
Least privileqe
Independent execution gateway _
Automated containment -
Credential isolation -1
Real-time monitoring - —
Supply-chain protection -
Continuous red teaming -
Human approval
Chain-of-thought monitoring _
Regulation and auditing _

1 2 3 4 5
Priority (1 = low, 5 = highest)

Figure 3. Relative priority of the main countermeasures discussed in this report.

One point is worth stating plainly: human involvement cannot be the primary line of defense. If an agent can
carry out thousands of actions in the time it takes an operator to review a single request, the bottleneck stays
exactly where it was. Human intervention makes the most sense for high-impact actions, those that cross a

defined risk threshold; everything below that threshold needs to be controlled automatically.

10. Governance: who watches the watchers

The problem isn't purely technical. The criticisms holding that current voluntary auditing systems are not
sufficient are well founded and call for independent mechanisms similar to those already used in aviation and
healthcare, where outside parties can collect and analyze safety information. The issue is a delicate one,

because incidents like this are hard to observe from the outside: a lab knows exactly what its own model did,

8 The red team is a group (internal or external to the organization) whose task is to deliberately attack a system, simulating
the techniques of a real adversary, to discover its weaknesses before a real attacker does, the so-called ethical hackers.
Unlike normal security tests, the red team adopts a hostile and creative perspective: it doesn't just check a list of known
controls, but actively looks for new ways to bypass defenses, just as someone trying to compromise the system would. It
is particularly effective when independent from the original designers, because it brings a different point of view from
that of whoever built the system (and therefore already knows its blind spots).
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what tools it had available, and which systems it reached, but an external authority normally has none of that

information.

Effective governance should therefore include: independent auditing, carried out by parties external to the
provider rather than a self-assessment; mandatory incident reporting to the relevant authorities, to build up
a collective understanding of new attack patterns; independent red teams, bringing a perspective different
from that of the designers, also tasked with checking whether the agent can evade sandboxes and operational
limits; genuine containment testing, verifying not just whether an attack can be detected but whether the
organization can actually isolate the agent, revoke its credentials, and stop its lateral movement; tamper-
evident, verifiable logging, essential for forensic analysis; shared minimum standards for sandboxing and
agent identity; and finally explicit provider accountability when a highly autonomous system is deployed in

high-risk contexts.

11. Defense must become agentic too

There is a paradoxical but hard-to-avoid conclusion here: if attackers use Al agents, defenders will have to as
well, or the temporal asymmetry will become unsustainable. The near-future model will likely be made up of
defensive agents that continuously analyze logs, detect anomalies, dynamically simulate attacks, hunt for
vulnerabilities before they are exploited, verify that patches actually work, quickly classify incidents by

severity, and automatically isolate compromised systems, without waiting for a human operator to step in.

OpenAlis already moving in this direction, with tools designed for defenders that cover vulnerability discovery,
secure-code review, malware analysis, incident response and patch validation. The key point, however, is that
defensive Al cannot simply be “another chatbot”: it has to be an agentic system with limited, controlled
authority, embedded within an independent enforcement infrastructure — exactly the same principle this
report applies to the security of offensive agents.

12. Conclusions

The Hugging Face case does not show that Al has become “conscious” or has developed an autonomous will.
It shows something more concrete and, from a cybersecurity standpoint, probably more significant: a
sufficiently capable agent can turn a set of relatively ordinary vulnerabilities and permissions into an
autonomous, adaptive kill chain able to operate at machine speed.

The systemic risk does not stem from any single offensive capability, but from the combination of several
elements together: model capability, decision-making autonomy, access to tools, network connectivity,
availability of credentials, and persistence over time. An attack can be automated, parallel, adaptive,
continuous and extremely fast; traditional defense, by contrast, remains sequential, bound by organizational

structure, often dependent on human approval, and slow to roll out fixes.

That's why cybersecurity in the age of Al agents cannot just be about making models “safer”. It has to make
the infrastructure incapable of being compromised by a single agent, even when that agent fails completely

from the standpoint of alignment with human intentions.
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The model can propose, can reason, can search, can even try. But the authority to
execute a high-impact action must belong to a layer independent of the model.

That, more than any simple improvement to “guardrails”, is the central lesson of the Hugging Face incident.
And the real metric to watch in the years ahead won't just be how capable offensive agents become, but how
quickly we manage to shrink the time between their action and our response. If this ratio keeps favoring the
attacker, every advance in Al's offensive capability will structurally increase the risk. But if we manage to shift
it durably in our favor — through automated detection, independent execution control and rapid containment
— Al could become, at the same time, one of the most powerful tools for attack and one of the most powerful
tools for defense that cybersecurity has ever had.
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